
Cisco Security Suites help improve efficacy, experiences and economics with a rich portfolio of security solutions that help improve your security posture. The suites 
(User Protection, Cloud Protection and Breach Protection) help organizations secure their users, protect their infrastructure and accelerate detection of attacks.
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Resources:
FAQ
Security EA 3.0
Public page

SalesResources
Quoting Guide
At-a-Glance

User:
SalesResources
Order Guide
At-a-Glance

Cloud:
SalesResources
Order Guide
At-a-Glance

Breach:
SalesResources
Order Guide
At-a-Glance

Benefits:
User Protection: Secure, seamless access to any app, any time, on any device.

Cloud Protection: Protect hybrid and multicloud environments with end-to-
end security for applications, workloads, networks, and clouds.

Breach Protection: Empower your security teams to simplify operations and 
accelerate response.

Use Cases:
User Protection:
• Defend against all user attack vectors
• One simple experience for secure access to all apps (not just some)
• Centralize policy management for traditional and modern apps

Cloud Protection:
• Stop lateral movement of attacks
• Simplify multicloud security operations
• Consolidate management of security policy

Breach Protection:
• Detect and respond to sophisticated threats like ransomware 
• Significantly accelerate incident response 
• Achieve Tier 2 outcomes from Tier 1 analysts

Example SKUs: USRPRT-SEC-SUITE | CLDPRT-SEC-SUITE | BRCHPRT-SEC-SUITE | USRBRCH-SEC-SUITE

Cisco Security Suites

User Protection: 2

• Cisco Duo
• Cisco Secure Access
o Umbrella SIG
o Secure Client
o Remote Browser Isolation
o ThousandEyes

• Email Threat Defense
o Secure Malware Analytics

• Secure Endpoint
o Secure Malware Analytics

• Identity Services Engine (ISE)

Cloud Protection:
• Multicloud Defense
• Secure Workload SaaS
• Hypershield
• Isovalent
• Secure Virtual Firewall 
• Firewall Mgmt Software

Breach Protection: 2

•Cisco XDR
o Ransomware Recovery

•Email Threat Defense
•Secure Endpoint
o Secure Malware Analytics

•Secure Network Analytics
•Cisco Telemetry Broker
•Tech Security Assessments
•CTIR

Suite Components: 1

1 Based on At-a-Glance.  Components subject to change.
2 User & Breach Suites can be combined (USRBRCH-SEC-SUITE)

PremierEssentials AdvantageEntitlementsLicense Comparisons:
User Protection: (Licensed by User - Minimum User Count = 100)

Duo Advantage
Email Threat Defense
Cisco Secure Access Essentials
Cisco Secure Access Advantage
Secure Endpoint Advantage
ISE Premier (added Q2FY25)

Cloud Protection: (Segmentation & Gateway)

Secure Workload SaaS (Segmentation)

Hypershield (Segmentation)

Isovalent (Segmentation)

Secure Virtual Firewall (Gateway)

Multicloud Defense Premier (Gateway)

Firewall Management S/W (Gateway)

Breach Protection: (Licensed by User - Minimum User Count = 100)

Secure Endpoint Advantage
Cisco XDR Essentials
Email Threat Defense
Cisco XDR Advantage
Secure Endpoint Premier
Secure Network Analytics (Virtual)

Cisco Telemetry Broker
Cisco XDR Premier (Virtual)

N/A

N/A

2 Endpoints/User 
Purchased

Min. 25
Workload

N/A

N/A

N/A

2 Endpoints/
User Purchased

2 Endpoints/
User Purchased
5 Flows/Second/
User Purchased

2 Licenses per User
purchased
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https://salesresources.cisco.com/Link/Content/DCWhPqPXj87MBGQJFFbRGVfpqMC3
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https://salesresources.cisco.com/Link/Content/DCHVR92DVXWpCGHDg8cMGpJpqGTV
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https://duo.com/
https://www.cisco.com/site/us/en/products/security/secure-access/index.html
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https://www.cisco.com/site/us/en/products/security/endpoint-security/secure-endpoint/index.html
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/site/us/en/products/security/security-analytics/secure-network-analytics/index.html
https://www.cisco.com/c/en/us/products/security/telemetry-broker/index.html
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