
Secure Workload
Cisco Secure Workload delivers a zero-trust approach using segmentation to secure application workloads for a SaaS (multicloud) and on-premises data center 
environments by reducing the attack surface, preventing lateral movement, identifying workload behavior anomalies, and remediating threats quickly. 

Use Cases:
Application behavior insight: Identify application components and their in-
depth dependencies.
Automated policy Enforcement: Enable effective application segmentation 
using consistent policy enforcement in a heterogeneous environment to 
provide zero-trust control and restrict lateral movement.
Process behavior baseline and deviation: Collect the complete process 
inventory along with the process hash information, baseline the behavior, and 
identify deviations.
Policy Compliance: Detect policy deviation in minutes and help ensure 
application policy compliance.
Microsegmentation (Agent based): In-depth workload visibility. Enables 
delegation of policy controls to application owners.
Microsegmentation (DPU): Host-Based Agentless DPU, Acceptable for fine-
grained segmentation, Full visibility of workload flows. Enables delegation of 
policy controls to application owners.
Many many more…
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Benefits:
Implement a zero-trust based model: By using advanced algorithms, Secure 
Workload generates a granular segmentation policy for each application. 
Contain lateral movement: The platform provides consistent microsegmentation 
through workload operating system capabilities across the multicloud infrastructure. 
Identify workload behavior deviation: Behavior of the workloads can be determined 
by baselining the processes that are running on the server and identifying any 
deviations in behavior from those baselines. 
Detect vulnerabilities: Identify installed software packages, versions etc. Using this, 
check whether any of the package has known vulnerability listed in CVE database. 
Compliance and auditability: Monitor application components and detect any 
segmentation policy compliance deviations in minutes and trigger a notification. 
Process Hash Score: An assessment of the consistency of a process binary hash 
across the system.
Cisco Secure Firewall integration: Leverage a true defense-in-depth strategy with 
unified segmentation policies. Secure Workload can enforce coarse macro policies to 
Secure Firewall to enhance the security posture of the network. 
Endpoint visibility with Cisco ISE and AnyConnect: Extend the zero-trust model to 
endpoints by defining least-privilege based on dynamic user or device information. 
Forensic analysis: Detect anomalous or malicious workload behaviors as possible 
indicators of compromise with full granularity, for forensic analysis.
Mentored Install Network Training (MINT): Provides partners access to Digital 
Solution Integrators (DSI) who can lead mentored proof of value and install 
engagements for technologies across the portfolio including Secure Workload.

Components:
Secure Workload-SaaS: Cloud
• Offers workload protection features without any on-premises hardware
• Delivers faster onboarding to realize the benefits of the platform quickly

Secure Workload (L): On-prem
• Supports up to 25,000 workloads (VM/bare-metal) per cluster

Secure Workload (M): On-prem
• Supports up to 5,000 workloads (VM/bare-metal) per cluster
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https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/user-guide/3_9/cisco-secure-workload-user-guide-on-prem-v39/view-security-dashboard.html#concept_884776
https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/integration/fmc/cisco-secure-workload-and-fmc-integration-guide.html
https://blogs.cisco.com/tag/mentored-install-network-training-mint-program
https://salesresources.cisco.com/Link/Content/DCCDQMQ2dF6pGGqGMTVMXqfFhJV8
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/guide-c07-737374.html
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/datasheet-c78-740328.html
https://www.cisco.com/c/dam/en/us/td/docs/security/workload_security/secure_workload/user-guide/3_6/secure-workload-user-guide-version-3_6_1_5.pdf
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/q-and-a-c67-737402.html
https://www.cisco.com/c/en/us/products/security/tetration/at-a-glance-listing.html
https://salesresources.cisco.com/Link/Content/DC9QFdMQgB8GG8WR9hGV3VGfX2BB
https://www.cisco.com/c/m/en_us/products/security/secure-workload-compatibility-matrix.html
https://www.youtube.com/@ciscosecureworkload4985
https://www.cisco.com/site/us/en/products/security/secure-workload/index.html

