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Red Sift Domain Protection introduces phishing and spoofing protection to Cisco customers. Red Sift’'s OnDMARC is a cloud-based DMARC (Domain-based Message
Authentication, Reporting, and Conformance) email protection solution that simplifies the process of securing domains by configuring SPF, DKIM, and DMARC protocols.
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Benefits:

* Accelerated path to full DMARC protection (average time of 4-8 weeks)

® Streamlined management of email authentication records with hosted
Dynamic SPF/DKIM/DMARC/MTA-STS

® First LLM for a DMARC solution to make it easier for security teams to gather,
analyze, and act on real-time cybersecurity insights

* Enhanced deliverability and brand trust with BIMI logo placement in inboxes

* Prevention of spam that bypasses DMARC safeguards

® Compliance with industry requirements from Google, Yahoo, Microsoft

* Exclusive and Verified integration with Cisco XDR and Splunk for enhanced
SOC security monitoring

¢ SolutionsPlus Product SKU: DOMAINPROTECT-SUB (includes 25 active

9 domains with onboarding help and support).

Discovery Questions:

* Are you aware of any instances where your customers or partners have
received emails claiming to be from you, but they weren't legitimate?

* Have you noticed an uptick in phishing/spoofing attempts on your domains?

* Are you aware that SPF, DKIM and DMARC authentication are now mandated
for legitimate senders sending to Google, Yahoo and Microsoft?

* Have you had any feedback from clients or partners about emails not
reaching their inbox, or important communications getting missed?

* How many active email-sending domains do you currently manage?

* How many third-party services or platforms are authorized to send emails on

9 your behalf? Are you confident all of these sources are properly authorized?
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5 OnDMARC's Dynamic Services
Built on a geo-distributed infrastructure ensuring true
scalability and operational resilience, Dynamic Services
allows users to manage their DMARC, DKIM and SPF
records from a single interface.
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License Comparisons: . .
Essentials Advantage Premier
Customer Success Manager Named Named
Onboarding & Implementation Self-guided Bespoke Bespoke
Online Case logging (via Sift Space Community Portal) v v v
Email Support v ./ v
Phone and Chat Support v v
SLA Basic Enhanced Enhanced
Radar (LLM) - v v
DNS Guardian v
Verified Mark Certificate for BIMI Can be Purchased 1 Included 1 Included
Sending Limit Unlimited Unlimited Unlimited
Active Sending Domains Up to 25 Up to 25 Up to 50
Sending Sources Unlimited Unlimited Unlimited
Parked Domains Unlimited ~ Unlimited Unlimited
Integrations SIEM ) SIEM
\_ Included included )
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Use Cases:
® Preventing domain spoofing to protect brand reputation.
* Improving email deliverability by ensuring legitimate emails are authenticated
and comply with mailbox provider requirements.
® Gaining insights into who is sending email on behalf of the organization.
* Reducing the risk of phishing and impersonation attacks that target employees,
partners, or customers.
* Meeting regulatory and compliance requirements in sectors with strict email
security standards (e.g., finance, healthcare).
¢ Streamlining the management and authorization of third-party email senders. )
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Resources: BIMI Checker Tool Free 30-day trial
Secure Email Ordering Guide OnDMARC & XDR Demo BB dCloud Instant Demo
L Domain Protection Datasheet OnDMARC & XDR Setup E@ redsift.com )

Example SKU: DOMAINPROTECT-SUB
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https://www.cisco.com/c/en/us/products/collateral/security/email-security/guide-c07-736692.html
https://drive.google.com/file/d/1bckthPULmn6-xJeTLGK1pQoqJ0ECTOI3/view
https://redsift.com/tools/bimi
https://www.youtube.com/watch?v=hSt4IR7SjkQ
https://www.youtube.com/watch?v=Tlpr4Ijyyz8
https://iam.redsift.cloud/signup?product=domain-protection
https://dcloud2-rtp.cisco.com/content/instantdemo/ondmarc-redshift-instant-demo?returnPathTitleKey=content-view
https://redsift.com/partners/cisco

