
▪ Meraki MX (Cloud Managed)
▪ Stateful FW
▪ MDM
▪ AVC
▪ Auto VPN
▪ Web Cache
▪ IPS *
▪ AV & Anti-Phishing *
▪ URL / Content Filter *
▪ Geo-based rules *
▪ AMP *

▪ Identity Services Engine (ISE)
▪ Identity & Access Control
▪ Control Users & Devices
▪ Device Profiling
▪ AAA Services
▪ Endpoint Posture Service
▪ Rapid Threat Containment

▪ AnyConnect
▪ VPN Client & Clientless
▪ Endpoint Compliance
▪ Off-Network Protection
▪ Centralized Policy Control
▪ Umbrella Roaming 
▪ AMP

▪ AMP (Endpoint)
▪ Continuous analysis
▪ File Disposition
▪ Retrospective security
▪ IoC
▪ ThreatGrid (analytics)

▪ CloudLock (CASB)
▪ Cloud App security
▪ Visibility & Control
▪ Cloud DLP
▪ Application FW

▪ Umbrella (SIG)
▪ Block access to malicious sites
▪ Identify already infected devices
▪ Phishing and malware infections
▪ AV & AMP

▪ Email Security (ESA/CES)
▪ On-site hardware or Cloud
▪ Reputation based
▪ Spam protection
▪ Graymail Detection & Safe 

Unsubscribe
▪ Web Interaction Tracking
▪ Outbreak Filters
▪ DLP
▪ AMP *

▪ AMP (Network)
▪ Continuous analysis
▪ File Disposition
▪ Retrospective security
▪ IoC
▪ ThreatGrid (analytics)

▪ Stealthwatch
▪ Behavior Anomaly Detection
▪ Network Performance Monitoring 
▪ Netflow analytics

▪ Web Security (WSA)
▪ On-site hardware or Cloud Proxy
▪ Reputation based
▪ Anti-Virus *
▪ AMP *
▪ Cognitive Threat Analytics
▪ L7 AVC controls
▪ Bandwidth throttling
▪ DLP

▪ ASA & FTD (NGFW)
▪ Stateful FW
▪ VPN Functions (IPSec & SSL) ***
▪ Firepower:

▪ AVC (App Visibility & Control)
▪ IoC (Indication of Compromise)
▪ File Control
▪ Geo-based rules
▪ NGIPS *
▪ Security Intelligence
▪ AMP (Adv. Malware Protection) *
▪ URL *
▪ VPN
▪ SSL Decryption

▪ DDoS protection w/3rd party **

Network Cloud Endpoint

*  Licensed feature
** FTD appliances only
*** FTD v6.2.2 (2100 v6.2.1)

Access

▪ FirePower (NGIPS)
▪ See list above

Cisco Security / Services & Features:
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