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Cisco Security Architecture Summit: For internal and partners to receive updates and roadmaps from the BUs on the solutions and technologies being developed.

Firewall, Security Cloud Control & Secure Access: Q

Hybrid Mesh Firewall:
* 2100 Series EOS (May 2025)
* Secure Firewall - Splunk integrations (October 2025)
* Universal ZTNA (hybrid) - Firewall +SSE policy (Private Preview — GA: October 2025)
* FTDv Support for Hyper-V (CY2025) - IBM Cloud: ASAv/FTDv/FMCv (CY2025)
® Cloud Protection Suite: 3rd Party Firewall Support (Future)
* New FMC Appliance Series: FMC1800, FMC2800 & FMC 4800 (April 2026)
* New Cisco Firewall Numbering: e.g. 10.0.0.0 (April 2026)

Security Cloud Control:
¢ Integrations: Secure Workload (July 2025), Secure Access (Oct 2025),
* Central Provisioning and Administration / PIAM (March 2025)
* Centralized RBAC User and role mgmt. logs in SCC (GA)

¢ Identity Federation (Bring your own SAML): Customer can use own SAML instance (GA)

¢ Unified Al Assistant and Unified Troubleshooting. (March 2025)
¢ MSP Platform: high priority (Future)
* Upgrade planner for EOL Firewall devices (June 2025)

Secure Access:
¢ Secure Access DNS Defense (same pricing as Umbrella DNS Security (May 6, 2025)
* DNS Security Migration tool (May 2025) in-place migration (June 2025)
¢ Umbrella SIG Migration tool (October 2026)
¢ Chrome Enterprise Browser (GA March 17)
* Remote Browser Isolation (RBI): integrated into Policy included (GA)
¢ DLP for Private Apps (files only) (GA March 30)
® CASB: Third-Party apps visibility + control (GA)
* Hybrid ZTNA Single Policy, Distributed Enforcement (Private Preview / Future)
¢ SIA via MASQUE: all ports & protocols via Zero Trust module (Future)
* Troubleshooting: Zero Trust PCAP, Speed test tool, Client diagnostic tool, etc. (Future)
* Integrations: SD-WAN, Meraki-BGP, MDM posture via Intune & JAMF, etc. (Future)

Security Trials Console: (dashboard.ciscosecure.com)
¢ Integrations: Secure Workload, Multicloud Defense, many others. (2025)

Secure Email:  sonvs!

Secure Email:
* Customer defined IP / Domain Allow & Block list (July 2025)
* Granular Inbound Policy & Control (July 2025)
* Outbound Mail Signing (July 2025)
* Outbound DLP: Secure Access Integration (July 2025)
* Azure Entra ID integration (July 2025)

Identity Services Engine: /@\
Identity Services Engine: (cs.co/ise-roadmap) =

* ISE 3.5 Open Beta: April-June 2025 (cs.co/ise-beta)

* New Context Visibility Ul (v3.5)

* Multi-Factor Classification (MFC) Profiles (v3.5)

* TLS 1.3 Support for TACACS+ (v3.5)

* User & Device Authorization with Entra ID (v3.5)

* pxGrid Direct with OAuth/API Key Support (v3.5)

* Threat Centric NAC Tenable (v3.5)

* Profiler Features: New Classification engine, SNMP Endpoint Scanning (3.5)

¢ Improved Profiling Policy Management (3.5)

* Integrations: XDR & SCC (Future), Multicloud Defense (October 2026)

* Many more...
Workload & Duo: (’ﬁ
Secure Workload: N/

eBPF: Support for Linux, K8s and OpenShift (3.10 - GA)

Scale 100K workload per cluster/tenant (4.0 Release — Q4CY25)

Secure Workload Software only Appliance (4.0 Release — Q4CY25)
Integration with ACI (4.0 Release - Q3CY25)

Bring Your own Certificate (4.0 Release — Q4CY25)

Integration with Isovalent using Tetragon agent (4.0 Release — Q4CY25)

Duo & Identity:

IAM: Complete Security-First Identity and Access Management solution (June 2025)
User Identity: Custom user attributes & Support for inbound SCIM (GA)

Identity Automation: Dynamic routing for external identity sources/onboarding (GA)
Identity Automation: Outbound SCIM for automated provisioning (GA)
Authenticate User: Password-only experience (GA)

Passwordless: For embedded Browsers — supports WebAuthN (GA)

Passwordless: 3rd Party IDPs — Leverage: LDAP, Entra ID, SAML 2.0 etc. (GA)
Cookieless Passport (Private Preview - Q2, CY 2025)

Trusted Browser: Shift Duo Desktop to Chrome Browser (Mac, WIN, Linux etc.) (GA)
Microsoft Edge (for Business) Browser Trusted Connector (GA “May 2025)

Random Related Links:

Summit Presentations ISE Roadmap Al Defense Secure Email
Summit Q&A Team Room ISE Beta Secure Workload Cisco XDR

Fire Jumper Academy ISE Webinars Hypershield NetSecOpen.org
Firewall SW upgrade incentive ISE Resource Guide Isovalent FireStarter

Available | Targeted availability | Estimate
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