
Security Architecture Summit (Oct 2024) v1

Cisco Security Architecture Summit: For internal and partners to receive updates and roadmaps from the BUs on the solutions and technologies being developed. 

Notice: The content listed below are just a few highlights from the latest 
Security Architecture Summit.  For more detailed updates, refer to the 
Community link posted or contact your Cisco Channel team.

Available | Targeted  availability | Estimate WO-10292024

Network & Cloud Security:
Secure Firewall:
• Selective Traffic Decryption (FTD 7.7)
• Multicloud Defense Orchestrator (FTD 7.7)
• Local Configuration Changes (FTD 7.7)
• Geo Control for RAVPN (FTD 7.7)
• EVE based Selective Decryption and better visibility (FTD 7.7)
• Dynamic Offload trusted flows on 3100 and 4200 (FTD 7.7)
• AppID CPU Profiling to troubleshoot performance issues (FTD 7.7)
• Virtual Firewall on Nvidia Bluefield DPU (FTD 7.8)
• Hybrid Zero Trust Network Access (ZTNA) (FTD 7.8)
• AIOps Tools: use Generative AI to simplify firewall management (FTD 7.7+)
• Many more…

Secure Workload:
• Agent and Agentless Segmentation. (v3.10)

o Threat based segmentation, eBPF support for Ubuntu, Legacy OS support, etc.
• Platform for scale and speed. (v3.10)

o Cloud Connector Enhancement, Backup/restore existing rules, etc.
• Integrations (v3.10)

o Azure and On-prem AD, Vulnerability Management, Security Cloud Control (SCC)

(Day 1) Identity & Access: 1

Duo:
• Support for multiple SAML Auth sources or multiple AD sources (Public Preview)

o MS Entra ID, AWS, Ping Identity, IdP of Choice, JumpCloud, Okta Auth0, Google
• Directory Integrations (coming soon)

o Inbound SCIM with Okta, Google Directory Sync, Admin syncs, etc.

Duo – Cisco Identity Intelligence (CII):
• New Reports Section: Nightly reports. Download latest or go back historically (GA)
• Easy Button for Integration Data (GA)
• XDR Automation: e.g. Webhooks, CII to send to XDR (GA)
• On-prem: MSFT AD (Jan 2025), FTD (Apr 2025), 3rd Party Directories (Ping) (GA)

Identity Services Engine (ISE):
• ISE Integration Catalog: Native App Integration Store (v3.4 P1)
• Classifying Cloud Workloads (v3.4 P1)
• ISE with Cisco Duo for VPN & Device Administration (3.3.1+)
• Many more…  (ISE Roadmap:  https://cs.co/selling-ise)

Security Cloud Control (SCC):
• Integrations: Secure Firewall, Multicloud Defense, Secure Workload, Hypershield, 

Secure Access. (Early 2025)

(Day 3)

• Summit Presentations
• Summit Q&A Team Room
• Fire Jumper Academy
• XDR + Meraki FAQ

• ISE Instant Demo
• SASE - Secure Connect
• Secure Access POV
• ASA to Secure Access

Random Related Links:
• Forrester Wave - Firewall
• FW Performance Estimator
• Isovalent
• FireStarter (Partner)

SASE:
Secure Access:
• Multi-Org: Shared User roles - Console v1 (Dec 2024)
• Identity: Multiple IdP Support for ZTA & SWG, OIDC Support (Dec 2024)
• Reporting: Enhanced Posture details per Event, Enhanced ZTA reporting (fqdn, etc.)
• ZTA: Clientless RDP & SSH, CNAME Support (Custom Domains), Posture (Dec 2024)

(e.g. Qualys, Forcepoint, MS Defender), Android Support 
• Platform: Container based resource connectors, Enable resources with CGNAT address
• Security: Private Resource DLP & File Inspection, ICAP support for DLP (Dec 2024)
• Optimized ZTA Routing (July 2025)
• Enterprise Privacy (per – app routing) (July 2025)
• Security Cloud Control (SCC) Managed (July 2025)

Meraki - Secure Connect:
• Full-service footprint: India, South Africa (Fall CY24)
• Assurance: Service status in Dashboard (Fall CY24)
• Unified Policy: Org wide group policy management across MX FW (Early CY25)
• IPSec Sites: Experience, Performance + BGP (Early CY25)
• Assurance: ThousandEyes Integration for Remote User Experience Monitoring (CY25)
• Many more…

(Day 2) Security Operations: 1

XDR: 
• Adversary Radar Chart (Jan 2025)
• Secure Endpoint Policy Coverage Mapping (Jan 2025)
• EVE Detections in XDR (July 2025)
• SOC Observability Dashboard (July 2025) | Many more…
• Integrations for Analysis: Umbrella, PAN NGFW, Checkpoint, Cortex XDR, etc. (Jan 2025)

Secure Endpoint: 
• Host firewall management: Enhance response capabilities with EDR (GA)
• Secure Client: Adding Secure Endpoint on Cloud Management Model for Mac (Future)
• MITRE ATT&CK: Dynamic mapping for the Secure Endpoint coverage (Future)

(Day 4)

1 Additional Roadmap items (e.g., Network Analytics and AI) can be found on available presentations.
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