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& Security SEVT (october 2021)

Cisco Security SEVT: For internal and select partners to receive updates and roadmaps from the BUs on the solutions and technologies being developed.

Secure Firewall:

SecureX: Orchestration Playbooks (v7.1 January 2022)

TLS: Detect App & Malware w/o decryption (v7.1 January 2022)
WebAuthN: for Duo passwordless, Yubikey support (v7.1 January 2022)
SecureX: Easy onboarding (v7.2 July 2022)

Umbrella: DNS connector support (v7.2 July 2022)

Cloud: Azure & Alibaba support (v7.2 July 2022)

Cisco Defense Orchestrator (CDO):

Duo: MFA for AnyConnect SSL VPN (v7.1 January 2022)

Cisco Secure Managed Remote Access (CSMRA):

Duo DNG: Clientless private application access (November 2021)
Identity based access to on-prem resources (November 2021)

Meraki MX:

Talos: Content filtering (MX17 Beta)

IDS/IPS: Snort3 Enhancements (MX16 all'MX besides MX64/65)
AnyConnect: Custom Server Certificates (MX16.11) Dashboard (future)
AnyConnect: Dynamic Client Routing (MX16.5) Dashboard (future)
AnyConnect: SAML Authentication (MX16.11) Dashboard (future)
Secure Group Tags (SGT): Transport (MX17 Beta) Enforcement (future)
IPv6 Security: Outbound Firewall Rules (MX17 Beta)

Duo:

* MFA: Passwordless Single Sign-On (SSO) (April 2022)
* MFA: Duo 4 Mobile (~January 2022)

* MFA: Risk Based Auth (~March 2022)

* DNG: RDP support (~April 2022)

Secure Workload (formerly Tetration):

Public Cloud: Azure support (v3.7 future)
Workflow: First time user experience (v3.7 future)
Integrations: Kenna, Talos threat feed etc. (v3.7 future)

Identity Services Engine (ISE):

AWS: ISE on AWS Marketplace (v3.1 Available Now)
Azure: MS Azure Cloud & OCI (v3.2 ~April 2022)
DNA Spaces integration (~April 2022)
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Cisco+ Secure Connect:

* Phase 1: Remote Worker — AnyConnect & SIG for Saas$ traffic (LA: November 2021)
* Phase 2: SD-WAN - Secure Edge, Meraki & Viptela (July 2022)

* Phase 3: Secure Connect — Zero Trust, Clientless Remote Access (future)

Cloud Mailbox:
* Talos Intelligence: Advanced Threat Detection (*December 2021)
* SecureX: Ribbon integration (October 2021)

Cloud Secure Firewall Cloud Native (CSFCN):

* Duo DNG: Clientless access support (December 2021)
* CNTD Service: IDS/IPS functionality (“February 2022)
* Azure & TLS: Support (June 2022)

Umbrella:

* DNS: FedRAMP (GA July 2022)

* DNS: Talos category alignment (“anuary 2022)

* DNS: CloudSec App for Splunk (LA future)

* DNS: Tamper-proof Roaming Client (~January 2022)

* SWG: Web Policy Tester (October 2021)

® CASB: Simple Pattern Matching — RegEx (~January 2022)

* Secure Client (CSC): Unified Client release (Beta-Nov 2021) e
* Device Insights: Contextual insights into endpoint devices. (Beta — Nov 2021)

* Secure Cloud Insights: Cloud Security Posture Management (November 2021)

* Kenna Security: Global Price List (October 2021)

* Kenna Security: SecureX Integration - Automated Workflows (January 2022)
* SecureX Orchestration Remote: Adapter for on-prem workflows (Available)

Resources: ;
. . * Firestarter * Learn SecureX
SEVT Presentations & Videos |\ = ~"0 " | . SecureXFAQ
* Fire Jumper Academy * Firewall Migration Tool ¢ Kenna on GPL



https://cs.co/1page
https://info.securecloudinsights.cisco.com/Learn-More.html
https://ciscosecurity.github.io/sxo-05-security-workflows/remote
http://cs.co/ise-aws
https://community.cisco.com/t5/security-documents/training-global-security-sevt/ta-p/3609563
http://cs.co/firejumper
http://firestarterpartner.cisco.com/
http://appid.cisco.com/
http://cisco.com/go/fmt
https://learnsecurex.cisco.com/
https://cs.co/SecureX_faq
https://www.cisco.com/c/dam/en/us/products/se/2021/10/Collateral/kenna-og.pdf

