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SecureX is a cloud-native, built-in platform experience within Cisco's portfolio that connects to your infrastructure. It is integrated and open for simplicity, unified in one
location for visibility, and maximizes operational efficiency to secure your network, endpoints, cloud, and applications.
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Benefits: FAQs:

* Accelerate time .to <flet-ect and reme.diat.e thr_eats with hu.man error minimizgd. Q: Is SecureX a SIEM?

: ,SAPI]:rrtenc;cri]ftii::i\;vr:ihv:/?t;l(:ﬁg:lsf?geTii;lIff;;:gp?;i?;iz: ;Nr:;rllylcri]ccsIUdEd browser ribbon. A: No. SecureX is positioned to work with any SIEM and streamline events

: B - : with just one connection across our entire portfolio.

* View ROl and operational metrics in prebuilt and customizable dashboards. 5

* Write apps and integrations with open APIs with the Developer program. Q:ls SECI..JreX g 0kl . L

« Proactively hunt threats as well as manage vulnerabilities A: No. It is much broader and more integrated than a SOAR and Cisco is

* Eliminate repetitive tasks and broaden scope of cloud orchestration, simplify open to@oFKing with sg@ind-alglie SOAR offerings.
[ business process and reduce human error. ) Q: Which Cisco'Secure products include access to SecureX?

A: Eventually, all. A license to any product here grants rights to use SecureX.

4 N\

Key Features: Q: What is SSE?

. . . B | A: Security Services Exchange (SSE) is the cloud-hosted data and broker that
Single Sign-on: Duo-protected multi-factor authentication allows you to access all facilita\:es communicatiogn k(Jetw)een SecureX and on-premise devices
your Cisco Secure products with one set of credentials, from any device, anywhere. P '

. . . .
Dashboard: A fully configurable dashboard gives one view across your security 2 X\r/]h:t I?;thfhgtrcl)i\:/v::?npllﬁ:Is:oo\l/v:c;\r,v(f;rrlc:riitg%irefox) and allows vou to
infrastructure for unified visibility and aggregated, actionable intelligence across your ) PP ) y . . y
L e take all the tools in the Ribbon with you everywhere you go on the web.
. . . . s
Integrations: Built-in integrations with Cisco Secure products and third-party 2‘ Sow d(t) Ij'cceils Stec:rex us;ng gSi(Clsc?CS'ecurSlty A;:o'unti;rgjen:!?ls.
solutions through built-in, pre- packaged, or custom integrations for a connected : awgz € |re;:1 yto _'eCt:re - and choose ‘LIsco security as the identity
. . . - .

architecture and consistent experience. provider or choose single sign-on
Threat Response (SXTR): Aggregate cyber threat intelligence from Cisco Secure and Q: Canl l,Jse a third-party identity prowder W|th'SecureX Sign on:
third-party products into a single view. Detect, respond, and recover faster with A: More info about 3rd party IdP support is available here.
superior insights and context. Q: How can | set up Secure Endpoint in SecureX?
Orchestration: Automate routine tasks using prebuilt workflows that align to A: You may follow the in-product configuration steps here.
common use cases. Or build your own workflows with low- to no-code canvas. Q: Will SecureX work with competitive third-party products?
Device Insights: Get a comprehensive device inventory with the contextual A:Yes. Cisco is com.mitted to a platform usin'g open APIs to ""'?ify visibility,
awareness needed to identify gaps in coverage and simplify security investigation. enable automation and strengthen security with competitive products.
Ribbon: Use the dashboard ribbon for quick access to SecureX features such as:

Casebook: A built-in tool to assign a case a name, description, organize, and share Resources:

sets of observables of interest primarily during an investigation and threat analysis.

P y & g U SalesConnect SecureX Console YouTube Channel

!ncidents: An XDR elgment where analysts can Ioolf at. iden.tified incidents from Data Sheet SecureX Bar Public Firefox Plug-in

integrated tools, enrich the data and take action within a single platform. Cisco Integrations Quick Start Guide Chrome Plug-in

Orbital: ' Provide endpoint visibility in familiar SQL format, with intuitive graphical 31 Party Integrations SecureX Academy Customer Insights

interface and pre-built queries for threat hunting and incident response. FAQs Learn Workflows Public link
. VAN

I Secure Endpoint Licensed feature
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